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- HULAYSYFRBADY T o RAIDIRME - AT RIERR
YT T7RS1TS o XEVREMHEEE - SFRIUR N
- YIR—bHRT LIV T T o ZALvwRt—THkEE
- Ep - EF TR N
- ALY —EZDOBREIR - YT TNV FOEA
- F—=N—7O— o ARL—F4 I RT L (0S)
- FEHESEERE o JIhITT
- B3 B —R—T o NAN=NAH—
- Time of check, time of use (TOCTOU) o J7—LUIT
o YRAFLAA—Y
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el SN FUFICEDVWT BRNYTAVIECBRHAYT IV ADEERZERATE %,

o NERIEERY—R o AVIR—AVTIITVREF - Rita
- BTS2l —a>nEDiEA RL—2av0tXa)7r - Snort
- NEMEER o BRATUDIVATSY
- RERICEDRE b7A4—L (TIP) o W
- N=—Hvhk - Y= RN=Fg =R — - TTP
- NZ—Fvhk
- A—H—1785#% (UBA) o EEHEIE (Io0) OHF
- Structured Threat Information

o HEREIRY—X eXchange (STIX)
- F=TF)=RATFY) - Trusted automated exchange of

1> (OSINT) indicator information (TAXII)
- A=Uoz TR
- Information sharing and o L=ILR—=ADEE

analysis center (ISAC) - Sigma
- EEMER - Yet Another Recursive

Acronym (YARA)

M 5A5NISFUFICRIVT, 1V F UM T T EFAICBVTT — LT —T1T7 0 M e
W ihTES,

o WIILITTRR o ARTF—ZDHh
- FhR—vay - X— LAY H—
- ToC ¥t - BfR
- HURRY IR - EEXHE
- A—RZEAILEE - TP TFAIINS AT

o NUTURYFIT

o J—REEMIME o N—RITT7H

o TILITTDREMN - Joint Test Action Group (JTAG)
o UN=RTT =TT o F—ADEIHCIHH
- T TIEHEIAVINAIL o BRADHIG
A, o EfFKRDRE
- NN1ha—F o XA1LTAVDBIEE

o IRARERE 2

o ERMAN -0 | FERMEIAN -0  Cloud Workload Protection Platform (CWPP)
o YN T—U5R o 1145 —BE
o RANERIR
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BHTLIZTLY,

B&EE DER

ABAC Attribute-based Access Control (B¥R—XD 77+ +A—)L)

ACL Access Control List (7Z+=Xa> bO—JLUZ )

ACME Automated Certificate Management Environment (BE1EFHEEIRIRIE)
AEAD Authenticated Encryption with Associated Data (B:&ET — X IC K BER5ERES1L)
Al Artificial Intelligence (A T%08E

API Application Programming Interface

APT Advanced Persistent Threat

AQL Ariel Query Language

ATT&CK Adversarial Tactics, Techniques, and Common Knowledge

BEAST Browser Exploit against SSL/TLS (SSL/TLS I § 372U HIToX7O1 1)
BIOS Basic Input/Output System

BYOD Bring Your Own Device

c2 Command and Control (AY>YR7> RO bO—/LKE)

CA Certificate Authority (FRZE/R)

CAPEC Common Attack Pattern Enumeration and Classification

CA/RA Certificate Authority/Registration Authority (255 / B8E)

CASB Cloud Access Security Broker

CBC Cipher Block Chaining (B57 0w 7 E$H)

CCPA California Consumer Privacy Act (B 7 #IL=TNEBE TS 1N\ —ik)
CDN Content Delivery Network (A7 VEERY b T—2)

CI/CD Continuous Integration/Continuous Deployment (#5891 > 740 L —2 3> c ki ZO-1)
CIS Center for Internet Security

CMDB Configuration Database Management (1M — 2 \—XEE)

CNAME Canonical Name

COBIT Control Objectives for Information and Related Technologies

COPPA Children’s Online Privacy Act (REA >S4 > T 51N\S —1RFEE)

COSO Committee of Sponsoring Organizations of the Treadway Commission
CPE Common Platform Enumeration (& 75w h 74+ —L—&

CPU Central Processing Unit

CRL Certificate Revocation List (GEREZ5%HU X )

CRM Customer Relationship Management (BEEREREE)

CSA Cloud Security Alliance

CSPM Cloud Security Posture Management (757 Rt a) 71 FHIEIE)

CSR Certificate Signing Request (GERAZEZEK)

CSRF Cross-site Request Forgery (VOXYA M) TR T4—2 1))

CVE Common Vulnerabilities and Exposures (Fhi@RE55MHE 4R F)

CVSS Common Vulnerability Scoring System (@555 S X7 L)

CWPP Cloud Workload Protection Platform (/2R —2 00— RRETS v T+ —L1)
D3FEND Detection, Denial, and Disruption Framework Empowering Network Defense
DAC Discretionary Access Control (FE77tXa>tO—)L)

DAST Dynamic Application Security Testing

DDoS Distributed Denial of Service

DHCP Dynamic Host Configuration Protocol
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=
DKIM
DLP
DMA
DMARC
DNS
DNSSEC
DORA
DoS
EAP
ECC
EDR
EMI
EMP
EOL
FAST
FDE
FIDO
GDPR
GPO
GRC
HIPS/HIDS

HKLM
HSM
HSTS
HTTP
HTTPS
HVAC
TIaC
IAM
IAST
ICS
1DS
IDE
1IEEE
1IS
IKE
IoC
IoT
IPS
ISAC
1SO
ISP
ITIL
JSON
JTAG
LAN
LDAP
LGPD
LLM
MAC
MDM
MFA

DESH

Domain Keys Identified Mail

Data Loss Prevention

Digital Markets Act (7 Z)LHi5E)

Domain-based Message Authentication Reporting and Conformance
Domain Name System (R XA > R—LS T L)

Domain Name System Security Extensions

Digital Operational Resilience Act (7 RILEFEL DTV RE)
Denial of Service

Extensible Authentication Protocol (J53RE85E 0 ~JL)
Elliptic Curve Cryptography (f§FIph#RES S

Endpoint Detection Response

Electromagnetic Interference (ERIHE)

Electromagnetic Pulse (&BH/¥JLR)

End-of-Life

Flexible Authentication via Secure Tunneling

Full Disk Encryption (Z)L7 1 XV BES1t)

Fast Identity Online

General Data Protection Regulation (EU —f& 7 —2{R:&#RH)
Group Policy Objects (FIL—FRUS—F T I H)

Governance, Risk and Compliance (A/N\F> R, VRO, AV T4 T2 R)

Host-based Intrusion Protection System/Host-based Detection System (ZRX kAR—EABEIS AT L [ RR b+

N=ZARERARH S RT L)

Hkey_Local_Machine

Hardware Security Module (A\—Rx7tFaU71EIa—)l)
HTTP Strict Transport Security

Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure

Heating Ventilation and Air Conditioning (ZEFA> X7 L)
Infrastructure as Code

Identity and Access Management (ID Iy 77t X &EIE)
Interactive Application Security Testing

Industrial Control System (EEZBHIEIS X7 L)

Intrusion Detection System (RIEf@ AfRH S X T L)
Integrated Development Environment (i &R RERIE)
Institute for Electrical and Electronics Engineers

Internet Information Services

Internet Key Exchange

Indicator of Compromise (2E151Z)

Internet of Things

Intrusion Prevention System (2 ABSLES X T L)
Information Sharing and Analysis Centers

International Organization for Standardization (EFAZZE1L 148)
Internet Service Provider (f > & —>%wy M—EX7ONAH—)
Information Technology Infrastructure Library
JavaScript Object Notation

Joint Test Action Group

Local Area Network

Lightweight Directory Access Protocol

General Data Protection Law (—#% 57— Z{R#&%)

Large Language Model (KiFESBEETIL)

Mandatory Access Control (B&%|72tX 3> ~O—JL)
Mobile Device Management (E/\-T)LT/\1 X EE)
Multifactor Authentication (ZEZER5T)
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MIME Multipurpose Internet Mail Extensions

MX Mail Exchange

NAC Network Access Control (v 77— 7o+ tO—)L)

NFS Network File System (v c7—2 77 (IL> X T L)

NIDS Network-based Intrusion Detection System (& kT —IR—XDRERARE T L)

NIPS Network-based Intrusion Prevention System (v k7 —I~R—XDEAFSLES X7 L)

NIST CSF National Institute of Standards and Technology Cybersecurity Framework (EITi2 %R e 2SRt -1 /\—
tF¥aFaIL—LT—7)

NTLM New Technology LAN Manager

OAUTH Open Authorization

OCSP Online Certificate Status Protocol

OEM Original Equipment Manufacturer

0S Operating System (AL —F 4> I AT L)

OSINT Open-source Intelligence (A—7>YV—XA>FTUT TV R)

oT Operational Technology GEF#:1iT)

oTP One-Time Password (7> 21 L/NZAT—R)

OVAL Open Vulnerability Assessment Language

OWASP Open Web Application Security Project

PaaS Platform as a Service

PAM Privileged Access Management (4170 X EE)

PCIDSS Payment Card Industry Data Security Standard

PEAP Protected Extensible Authentication Protocol

PII Personally Identifiable Information (A AZ4FE TE315R)

PKI Public Key Infrastructure (ZXBRSRER)

PQC Post-quantum Cryptography (RX F2FEES

PTR Pointer Record

QA Quality Assurance (FaE{RsE)

RACI Responsible, Accountable, Consulted, Informed (R{THEE. HRASEE. HEL. |REK)

RADIUS Remote Authentication Dial-in User Service

RASP Runtime Application Self-Protection

RAT Remote Access Trojan GEFRIZIETTILR)

RCE Remote Code Execution (1) E£—hkJ—R%E1T)

RDP Remote Desktop Protocol

REST Representational State Transfer

RF Radio Frequency (ZE#R &R )

RPO Recovery Point Objective (E1Z1EIRRR)

RSA Rivest-Shamir-Aldeman Encryption Algorithm (Rivest, Shamir, Aldeman BS54t 7/LT') X Ls)

RTO Recovery Time Objective (E1Z1E|RKRFR)

SaaS Software as a Service

SAE Simultaneous Authentication of Equals

SAML Security Assertions Markup Language

SAN Storage Area Network

SASE Secure Access Service Edge

SAST Static Application Security Testing &7 ) r—>a>Xa )74 T7AN)

SBoM Software Bill of Materials (V7 b7 7E85&3R)

SCA Software Composition Analysis (V7 ko = 7189 H)

SCADA Supervisory Control and Data Acquisition

SCAP Security Content Automation Protocol

SCCM System Center Configuration Management

SCEP Simple Certificate Enrollment Protocol

SCHANNEL Secure Channel

SDK Software Development Kit (V7,7 7EREF v )

SDLC VINIITHEESATTAII

SDN Software Defined Network
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SDR Software-defined Radio

SD-WAN Software-defined Wide Area Network

SED Self-encrypting Drive (B2RES{tRZ17)

SIEM Security Information Event Management (£ 21) 5« BRI > NETE)

SLA Service-level Agreement (—EXLARILFZ =X R)

S/MIME Secure/Multipurpose Internet Mail Extensions

SOA Service-Oriented Architecture (H—ER¥IEET7—F T I F )

SOAR Security Orchestration, Automation, and Response

SoC System-on-Chip (Y XFLA >V FvF)

SOC Security Operations Center (ZFal)Fo4ARL—>a>tEr2—)

SOC2 System and Organization Controls 2

SPF Sender Policy Framework

SSD Solid-State Drive

SSH Secure Shell

SSL Secure Sockets Layer

SSO Single Sign-on (> I > 7))

STIX Structured Threat Information eXchange

STRIDE Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service and Elevation of Privilege
(BOFEL. WZA. TR BRFE. T-EXES. KEOFR)

TAXII Trusted Automated Exchange of Indicator Information

TIP Threat Intelligence Platforms (B> 7T UJ T > AT Ty NI+ —L14)

TLS Transport Layer Security

TOCTOU Time of Check, Time of Use

TOML Tom's Obvious, Minimal Language

TPM Trusted Platform Module (FSZX7 YR 7Sy I+ —LETa—)L)

TTP Tactics, Techniques, and Procedures (&ffi. F&. FIlB)

UBA User Behavior Analytics (Z—H%'—1T819)

UDP User Datagram Protocol

UEBA User and Entity Behavior Analytics (1—H'—H LUV LY T+ T+ DITEIDHT)

UEFI Unified Extensible Firmware Interface

USB Universal Serial Bus

VDI Virtual Desktop Environment ({485 X7 kw7 EER)

VPN Virtual Private Network (R385 A RX— k2w ~kT—2)

VvIPM Virtual Trusted Platform Module (RIEE SR T7v R FZw T4+ —LETa—)L)

VLAN Virtual Local Area Network

VPN Virtual Private Network (R#8 7S5 A RX— b2y kT—2)

WAF Web Application Firewall (U7 7 7V r—>3> 77477 4—)L)

WIPS Wireless Intrusion Prevention System (7 7 LZXBAFLES X T L)

WLAN Wireless Local Area Newtork

XCCDF Extensible Configuration Checklist Description Format

XDR Extended Detection and Response

XML Extensible Markup Language

XSS Cross-site Scripting

YAML Yet Another Markup Language

YARA Yet Another Recursive Acronym
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BLTWAEETH N —Z VT DIREICHEREZEIVR—R M2 ERK
TR EICRIIBEI . SrEVIICBRESTEIFSNIERIIHITHD. T
RTEWETDHDTIEHDEFHE A,

paE

TPMEBH I E21—%—

Vil vk i
o BT IZATVR (T7AT7I4—)L, IPS,

HANBH —N—N\—RIT7 (X—ILY SIEM Ya—23Y)

—/\— /Active Directory #—/X—.
7wk 0S)

k—2o>

ENAILT/NAR (Android % iOS)
ZAYF (RE—JRZAYF)
T—=hUzAFIFIL—52—
(B#R ) 71VLR)

T7AT7 74—l

OF—N—

O—RNZH—

TORZARAUE

EHREREET N1 R

Arduino E7zl& Raspberry Pi
Software-defined radio (SDR)

E0ft

Ho7)ILay
RYNT—=OEZTavoDHTIL
Ny v 7T )

HEEED YT

Y RNT—ONXEDY VT
AR —y NERT
IZIRY—EX

IS VEEER ERI—F

kS22 e Windows
o Linux 7rRXrJEa2—23>
» VMware Workstation Player
o MEEEMETERXY MY =)L
 Secure Shell (SSH) & Telnet 2—F7«UFr
s BHETIYVIY—IL
« IPS/IDS
e HIPS
o TAVLRRAMIESZXTL (WIPS)
o ALY —IL
o SRELR
o Kali LU Kali DIANTDOY—I)Ltvh
e GNS BLUBET7—LITT
o OUBMY—IL
o APISDK
e Python 3+
e Security OnionY—JL
» Metasploitable
o KFBEESEETINISVRTA—L
o IDE
o BSEMS1IS
o I—RON—I3VEE, K&, 77087
ZyhTF—L
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