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T&5,

TEYG P ER/T 74N —bD A
TO0—FF ¥ RARRM—=LIRAYFIL—T
BEHEIP7RLR

BRELETLTLYIRDFTEES

IVRY—I RGN

LN VLAN 7H A Ak

N—FOTT7 DOHE

ELSRESNTLVEL DHCP
ELSRESNTLVELY DNS
REGAA—DTz—R/ELEESN TGN A2—T—R
=TI DEE

AR —T1—RAITS5—

EIRF A R/ IRAR T
ELIZHBTINARI/—FDIEER

ERET/ERES

MTU/ MTU 75v9HR—IL

BELEWIP JL—k

ELSGRESNTULVELNIC F—324

o TFUOTATITOTATETITAT 18w TDEN
o TILFFYARETO—FFHRALDELY

4.7 BEzonf=0FIFITEIVOT, —BEEX )T ORBBICOVWTRS TN a—T1 T ERiRETHE
NTES,

ELEESNTLNVGEWNWI 747 o4—IL
FLLETFESNTULVEWL ACL/7Z ) 5—o3y
TIILoxT

DoS %

BLTWA/EACL TN R—k

ICMP [ZEB&E Y B fERE

e PoD(Ping of death)

o EELBWTIAILN—FozA
NYFDHTHONTWVEWNWI7—LDTTF/0OS
o EEDHHIL—HY—

o (EfEINhfz1—Y—
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o EEIhTLVELI—H—
o NFTYRRZT7—
o ZREIDMIE
e IELLERESINTLVEL TACACS/RADIUS
o  TIHINRRT—KIFTI4ILMRTE
RETFZHIERINVIRT 7R
ARP DRRE
NF—=TSE2SI0UI
RASIB—HILT IL—TDERE
D2 =

4.8 5Ezonf=->FUFITEINT, — 88072 WAN ORIREICDWVWTRS TN a—T1 T EBRETHEMNT
&5,

A B3—2y MERR O U]
AB—TT—RADIS5—
RAFT)ybRSA4 XY
DNS MO RRE

Fi5

IL—3—DERE

BEERI DO

e AXY—hkTxuUINIU
e Demarc(TY¥—9:BEESRA)
o =Ty

e CSU/DSU

o KSAN\—)E—4H—
o BHEDEXIUTARII—

AOyRY GRS —
Javy
27Tt RRL—(FAP) /F BHIR

® HTSAtDEE

LAToo—GEE)
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FH5E EFRITE EEFE RV T—VEHR(16%)
51 FUAESHL.BETS OSIBEETILOLANV—%HETHENTES,

LAv—1 - ¥YEE
LANY—2—- T—2Y B
LAY —3 - ryrT—9E
LAY —4 - FSURKR—KE
LAY —5- &yiavfE
L1¥—6- JLtEoT—3

=
LAY—7- 7TV r—2avE

52 EXWLBRYNI—IDOEREMEBIZDOVTHRATEHIIENTES,

® HhJu)Lk/FEATEILE
o %ZEIL
e FBEI
o TFHATEMTIAILEM
e TDM
o EHHIZOLT
o 2iEH
o 16 %
o S8HEH
TA—RNURIR—Z /K
EvkL—kER—L—FDEL
YT G4 X
CSMA/CD & CSMA/CA ML
XXYTTATIMNEXITEOR
BE
TCP/IP ZakajL- R/ —F
e ICMP
e UDP
e TCP
e I1)i3av

53 BRoNf=2FUFITESWT, BYULRBRD IV RERERET DA TES,

802.11a
802.11b
802.11¢g
802.11n
802.11ac

54 EZoNf-2FVFIZESWT, BYTHRERORREREREK T HLNTES,

o (—YrubERK

e 10BaseT

e 100BaseT

e 1000BaseT

e 1000BaseTX
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e 10GBaseT
e 100BaseFX
e 10Base2

e 10GBaseSR
e 10GBaseER
e 10GBaseSW
e |EEE 1901-2013
- Ethernet over HDMI
- Ethernet over power line
o EIRIE
o EIA/TIA568A/568B
® TJO—KNURRH
e DOCSIS

55 EZonf=2FUFITE SV, BYLRIS—LFIRERITT D EMNTES,

® +tTXalFqR)L—
e EWICAETD
o RykI—HRYL—

o FIAHRKN
o ZEMLBEDRAXE
e SLA
e MOU
e MLA
e SOW

56 REXWFKICOVTENT I ENTES,

o EBEREMUEKSENREM
o USUTavY
® ESD(HEBESNE)~DRLEM
e FE
o REROREM
o b LITHMH
o SYIADEKE
o HRE
o Y—IFRADREM
® MSDS(ZE&T—42L—h)
o RIBDOFIE
o EMOLATIL
o RHEETE
e ZTEHO/RAHNO
o JxAfI)IA—T/Tz/4)LHoO—X
o BRRATS—IARTLA
® HBHLRTL
® HVACCABEEZARME)

57 BRoNf=0FUFITESVT, BMERRNTSOTAANSEZONSEYEMEITHE ., RETHLA’
TE%.

o rRAEHR AR (IDF/Intermediate distribution frame)
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o FEHRAE (MDF/Main distribution frame)
o 4F—TJ)ERE

o NYFIRIL
o FREHE

o BHLHMEE

o HY—Fyb
e UPS
o AUN—H—
o TNRER
o TNARDEE
o TROREN
o F—TJILkLA
& SYULATL

o H—/\L—ILSYY
o Y—IRRIIYY
o TF—RRIIYY
o JJ—REVESYY
® SN
o  R—kADSNLAF
o  LRARTLADTNILAT
o H—FXYADIANILAT

o A& RA
o INYFINRILADTRJLAF
o SYIUNET

® SyUDEFaUT4

58 EAXNLGEHFEEDOFIFEDOLTHIATEENTES,

o ZTHEMNEMEXEILTD
o LTHEX
o IEHFIE
o O—J)LN\ysTO+X
o BEMNLGEE
o BEE
e EEIOtXR
& ATFURI4UERTD
o RIABINAIUEAAL
o ZLTHMDEZE
o XEit
o FRYNIT—UHERE
o BEBMENfRYET—H
o MEMLENEDER

59 LUTOR—,ETOrIVELREKSRBTIIENTES,

80 HTTP

443 HTTPS
137-139 Netbios
110 POP

143 IMAP

25 SMTP
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5060/5061 SIP
24272727 MGCP
5004/5005 RTP

1720 H.323

TCP

e XYL IVE
UDP

o ORYLIAVLRE

510 526N f=2FUFITE SV, BYLR—tETOMILERTE. BRATHEMNTES.

20.21 FTP
161 SNMP
22 SSH

23 Telnet

53 DNS
67.68 DHCP
69 TFTP

445 SMB
3389 RDP
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CompTIA Network+ BREE—&

TE2IXCompTIA Network+RE BB THEASNIBEND—E T, XREE. REBREHFBO—RELT. Chi
AEE#EEL. BRI 52LEH58HLET,

A — Address

AAA — Authentication Authorization and Accounting
AAAA — Authentication, Authorization, Accounting and Address
ACL — Access Control List

ADSL — Asymmetric Digital Subscriber Line

AES — Advanced Encryption Standard

AH — Authentication Header

AP — Access Point

APC — Angle Polished Connector

APIPA - Automatic Private Internet Protocol Addressing
APT — Advanced Persistent Protocol

ARIN — American Registry for Internet Numbers

ARP — Address Resolution Protocol

AS — Autonomous System

ASIC — Application Specific Integrated Circuit

ASP — Application Service Provider

ATM — Asynchronous Transfer Mode

AUP - Acceptable Use Policy

BERT — Bit-Error Rate Test

BGP — Border Gateway Protocol

BLE — Bluetooth Low Energy

BNC — British Naval Connector/Bayonet Niell-Concelman
BootP — Boot Protocol/Bootstrap Protocol

BPDU - Bridge Protocol Data Unit

BRI — Basic Rate Interface

BSSID — Basic Service Set Identifier

CAM — Channel Access Method

CAN — Campus Area Network

CARP — Common Address Redundancy Protocol

CAT — Computer and Telephone

CCTV — Closed Circuit TV

CDMA — Code Division Multiple Access

CDMA/CD — Carrier Sense Multiple Access/Collision Detection
CHAP — Challenge Handshake Authentication Protocol
CIDR — Classless Inter Domain Routing

CNAME — Canonical Name

COS — Class of Service

CPU — Central Processing Unit

CRAM-MD5 — Challenge-Response Authentication Mechanism—Message Digest 5
CSMA/CA — Carrier Sense Multiple Access/Collision Avoidance
CSu — Channel Service Unit

CWDM — Course Wave Division Mutliplexing

dB — Decibels

DCS — Distributed Computer System

DDoS — Distributed Denial of Service

DHCP — Dynamic Host Configuration Protocol
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DLC — Data Link Control

DLP — Data Leak Prevention

DMZ — Demilitarized Zone

DNAT — Destination Network Address Translation
DNS — Domain Name Service/Domain Name Server/Domain Name System
DOCSIS — Data-Over-Cable Service Interface Specification
DoS — Denial of Service

DSCP — Differentiated Services Code Point

DSL — Digital Subscriber Line

DSSS — Direct Sequence Spread Spectrum

DSU — Data Service Unit

DWDM — Dense Wavelength Division Multiplexing
E1 — E-Carrier Level 1

EAP — Extensible Authentication Protocol

EDNS — Extension Mechanisms for DNS

EGP — Exterior Gateway Protocol

EIA/TIA — Electronic Industries Alliance/Telecommunication Industries Association
EMI — Electromagnetic Interference

ESD — Electrostatic Discharge

ESP — Encapsulated Security Packets

ESSID — Extended Service Set Identifier

EUI - Extended Unique ldentifier

FC — Fibre Channel

FDM - Frequency Division Multiplexing

FHSS — Frequency Hopping Spread Spectrum

FM — Frequency Modulation

FQDN — Fully Qualified Domain Name

FTP — File Transfer Protocol

FTPS — File Transfer Protocol Security

GBIC — Gigabit Interface Converter

Gbps — Gigabits per second

GPG — GNU Privacy Guard

GRE — Generic Routing Encapsulation

GSM — Global System for Mobile Communications
HDLC — High-Level Data Link Control

HDMI — High Definition Mutlimedia Interface

HIDS — Host Intrusion Detection System

HIPS — Host Intrusion Prevention System

HSPA — High-Speed Packet Access

HSRP — Hot Standby Router Protocol

HT — High Throughput

HTTP — Hypertext Transfer Protocol

HTTPS — Hypertext Transfer Protocol Secure

HVAC — Heating, Ventilation and Air Conditioning
Hz — Hertz

laaS — Infrastructure as a Service

IANA — Internet Assigned Numbers Authority

ICA — Independent Computer Architecture
ICANN — Internet Corporation for Assigned Names and Numbers
ICMP — Internet Control Message Protocol

ICS — Internet Connection Sharing/Industrial Control System
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IDF — Intermediate Distribution Frame

IDS — Intrusion Detection System

IEEE — Institute of Electrical and Electronics Engineers
IGMP — Internet Group Multicast Protocol

IGP — Interior Gateway Protocol

IKE — Internet Key Exchange

IMAP4 — Internet Message Access Protocol version 4
InterNIC — Internet Network Information Center

IP — Internet Protocol

IPS — Intrusion Prevention System

IPsec — Internet Protocol Security

IPv4 — Internet Protocol version 4

IPv6 — Internet Protocol version 6

ISAKMP — Internet Security Association and Key Management Protocol
ISDN — Integrated Services Digital Network

IS-1S — Intermediate System to Intermediate System
ISP — Internet Service Provider

IT — Information Technology

ITS — Intelligent Transportation System

\Y — Initialization Vector

Kbps — Kilobits per second

KVM — Keyboard Video Mouse

L2F - Layer 2 Forwarding

L2TP — Layer 2 Tunneling Protocol

LACP — Link Aggregation Control Protocol

LAN — Local Area Network

LC — Local Connector

LDAP — Lightweight Directory Access Protocol

LEC — Local Exchange Carrier

LED — Light Emitting Diode

LLC — Logical Link Control

LTE — Long Term Evolution

LWAPP - Light Weight Access Point Protocol

MAC — Media Access Control/Medium Access Control
MAN — Metropolitan Area Network

Mbps — Megabits per second

MBps — Megabytes per second

MDF — Main Distribution Frame

MDI - Media Dependent Interface

MDIX — Media Dependent Interface Crossover
MGCP — Media Gateway Control Protocol

MIB — Management Information Base

MIBS — Management Information Bases

MIMO — Multiple Input, Multiple Output

MLA — Master License Agreement

MMF — Multimode Fiber

MOU — Memorandum of Understanding

MPLS — Multi-Protocol Label Switching

MS-CHAP — Microsoft Challenge Handshake Authentication Protocol
MSDS — Material Safety Data Sheet

MT-RJ — Mechanical Transfer-Registered Jack
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MTU — Maximum Transmission Unit
MUMIMO — Multiuser Multiple Input, Multiple Output
MX — Mail Exchanger

NAC — Network Access Control

NAS — Network Attached Storage

NAT - Network Address Translation

NCP — Network Control Protocol

NetBEUI — Network Basic Input/Output Extended User Interface
NetBIOS — Network Basic Input/Output System
NFS — Network File Service

NIC — Network Interface Card

NIDS — Network Intrusion Detection System
NIPS — Network Intrusion Prevention System
NIU — Network Interface Unit

nm — Nanometer

NNTP - Network News Transport Protocol
NTP — Network Time Protocol

OCx — Optical Carrier

(OK] — Operating Systems

oSl — Open Systems Interconnect

OSPF — Open Shortest Path First

OTDR — Optical Time Domain Reflectometer
oul — Organizationally Unique Identifier
PaaS — Platform as a Service

PAN — Personal Area Network

PAP - Password Authentication Protocol
PAT — Port Address Translation

PC — Personal Computer

PDU — Protocol Data Unit

PGP — Pretty Good Privacy

PKI — Public Key Infrastructure

PoE - Power over Ethernet

POP — Post Office Protocol

POP3 — Post Office Protocol version 3

POTS — Plain Old Telephone System

PPP - Point-to-Point Protocol

PPPoE — Point-to-Point Protocol over Ethernet
PPTP - Point-to-Point Tunneling Protocol
PRI — Primary Rate Interface

PSK — Pre-Shared Key

PSTN — Public Switched Telephone Network
PTP - Point-to-Point

PTR — Pointer

PVC — Permanent Virtual Circuit

QoS — Quality of Service

RADIUS - Remote Authentication Dial-In User Service
RARP — Reverse Address Resolution Protocol
RAS — Remote Access Service

RDP — Remote Desktop Protocol

RF — Radio Frequency

RFI — Radio Frequency Interference
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RG — Radio Guide

RIP — Routing Internet Protocol

RJ — Registered Jack

RSA — Rivest, Shamir, Adelman

RSH — Remote Shell

RTP — Real Time Protocol

RTSP — Real Time Streaming Protocol

RTT — Round Trip Time or Real Transfer Time

SA — Security Association

SaaS — Software as a Service

SC — Standard Connector/Subscriber Connector
SCADA — Supervisory Control and Data Acquisition
SCP — Secure Copy Protocol

SDLC — Software Development Life Cycle

SDP — Session Description Protocol

SDSL — Symmetrical Digital Subscriber Line

SFP — Small Form-factor Pluggable

SFTP — Secure File Transfer Protocol

SGCP — Simple Gateway Control Protocol

SHA — Secure Hash Algorithm

SIEM — Security Information and Event Management
SIP — Session Initiation Protocol

SLA — Service Level Agreement

SLIP — Serial Line Internet Protocol

SMF — Single Mode Fiber

SMS — Short Message Service

SMTP — Simple Mail Transfer Protocol

SNAT — Static Network Address Translation/Source Network Address Translation
SNMP — Simple Network Management Protocol
SNTP — Simple Network Time Protocol

SOA — Start of Authority

SOHO — Small Office/Home Office

SONET — Synchronous Optical Network

SOW — Statement of Work

SPB — Shortest Path Bridging

SPI — Stateful Packet Inspection

SPS — Standby Power Supply

SSH — Secure Shell

SSID — Service Set Identifier

SSL — Secure Sockets Layer

ST — Straight Tip or Snap Twist

STP — Spanning Tree Protocol / Shielded Twisted Pair
SvC — Switched Virtual Circuit

SYSLOG — System Log

T1 — Terrestrial Carrier Level 1

TA — Terminal Adaptor

TACACS — Terminal Access Control Access Control System
TACACS+ — Terminal Access Control Access Control System+
TCP — Transmission Control Protocol

TCP/IP — Transmission Control Protocol/Internet Protocol
TDM — Time Division Multiplexing
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Zeroconf — Zero Configuration
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CompTIA Network+ /\—FxF7EYINITTD—E

** CompTIA Tl&. CompTIA Network+DZERDF B L EDH D L THELLEHN—RIIT7EIITRIITD—E%
RBRLTWET KURME, SRR —Z R EFRBEINDNL —=— VR EITLTERAWETET,
FEHOHFEZIINTVWAIRME, HESEEOETHDIERERELTLSLDTIEHYEE A,

L3
o J\YFIIRIL
e NUFH > TAv%H (Punch downs blocks)
o LAY—3RAYF/IIL—F—
o LAN—2RAYF
o IJFATIA—I
e VPNt hL—42—
e DHCP H—/\—
e DNSHY—/\—
e IDS/IPS
o TANLRTIERRAUE
e 2RBLLEDPC
o AT4FTAUIN—H—
e Configuration terminal (telnet/SSH)
e VoIP RTL(BEZEYD)
e KVM XAvF

FlDN—F9xTF

e NIC

o FEIRRIE

e GBIC

e SFP

o RAYTF

o NTJ

o TANYLRTIERRAUE
e UPS

FlHD/I—Y

o NuFHT—TL

e RJ-45 aRYB . ED2A—F—Twv)
RJ-11 a4
=T ILRT—)L
EE#r—TILRT—)L
F-axo4
o TJFAN—ORYVA
ToTT
Bluetooth/ 74 XYL AT & T A—
avy—ILyr—J)L
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v—JL
o TBEE/RYNT—HH)—
o H—TJITREA—

o INUFHEYY—IL

o H—TJILARKI)yIN—

o [EEARF)Y/—

o JAYV—HvE—

o h~F—zxRL—%4—

o IJFAN—H—ZF)LF vk
o« R=wJ

o N\ybtzyhk

o FINT—A—H—

YI2b9zT
o /\NrybRZwT7—(Packet Sniffer)
o JOMINTFSAY—
e A—IFIJLIZalL—3avVILIxT
e Linux/Windows OS
o VYINITITFIFTATI4—IL
o YIJLTT7IDS/IPS
o PRI —UTusi—
o N\—F ¥ )Lyt —4IREE (Virtual network environment)
o WIiFi7F+344—
o ARGISLTFSA4Y—
o TFUFIILITTVIILIIT
o RYRI—VEMYI+ITT

DM
o RYMNI—VUBEEXEDHUTIL
o Y70y
o FRT—TNL

o TIIITIIAINADYUTIL
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